
Data Security Breaches:  
Learn more about two new regulations  
and how to help reduce your risks

News stories about data security breaches are becoming 
almost commonplace these days. Over the past two years 
alone in the U.S., it has been reported1 that nearly 250 
million records have been lost or stolen. The breaches at 
Fortune 500 companies and national government agencies 
tend to make the front page. It only makes sense, as large 
financial institutions and national retailers have more 
customers, more employees, and more data on individuals 
in their systems. But hospitals and other healthcare providers 
have also been hit as these examples show:

•  In September, a university medical center disclosed a data breach of one of its servers that exposed 

the identities of 163,000 women participating in a mammography study conducted by a school 

of medicine. The breach exposed Social Security numbers, dates of birth and other sensitive 

information on the study participants

•  In July, a cancer center alerted 30,000 patients that hackers breached its computers and may have 

gained access to their personal data

•  In April a BlackBerry® smartphone containing information about 3200 emergency room and urgent 

care patients at a hospital was stolen

•  An outsourcing firm based in India placed the medical records of more than 1000 patients who 

were seen at a surgery practice on its Web site. The practice hired a US based medical transcription 

service which had outsourced the transcriptions to India

How data security breaches affect healthcare providers 

The cost to an organization of a breach of a single healthcare record was nearly $300 in 20082. While 

a few hundred dollars may not seem like a large sum, when multiplied by hundreds or thousands of 

records breached in a single event, the cost can become enormous. In a study in 2008, the Ponemon 

Institute3 found the total cost for an entity coping with the consequences of a data breach rose to $6.6 

million per breach, up from $6.3 million in 2007, with liability and breach notification contributing 

considerably in the numbers.
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According to the study, industries with the highest rate of customer loss are healthcare and financial 

services, not surprising since these industries manage and collect consumers’ most sensitive data. In a 

national survey of hospitals by Identity Force in April 20094, over 60 percent of hospitals reported at 

least one data breach annually, while 20 percent reported ten or more a year. A serious data breach 

can also lead to lost business. The Ponemon study revealed that lost business now accounts for 69 

percent of the total average cost of a data breach. 

An additional wrinkle for healthcare providers is that identity theft may lead to an individual posing 

as the victim to obtain medical care, even from data breaches outside the healthcare industry. In a 

2008 survey of identity theft victims, the Identity Theft Resource Center found that 67% had been 

charged for medical services they never received and 11% were denied health or life insurance due to 

unexplained reasons5.  

Data security regulations

While most organizations have taken steps to protect information and guard against identity theft, 

concerns about the security of data have led to new regulations. Forty-six states, the District of Columbia 

and numerous foreign jurisdictions have breach notification laws in place. 

The federal government has also stepped in. The FTC Red Flag Rule and the Health Information 

Technology for Economic and Clinical Health (HITECH) Act were designed to address some of these 

issues. This paper provides an overview of these regulations, outlines what healthcare providers need  

to do to comply, and provides some recommendations about how hospitals may want to address  

cyber-risk.

FTC Red Flag Rule

The Federal Trade Commission’s (FTC) Red Flag Rule6 became effective January 1, 2008. However, 

enforcement of the rule has been delayed numerous times. The FTC has extended the effective date 

until June 1, 2010. The Rule is a component of the Fair and Accurate Credit Transactions (FACT) Act 

that was signed into law in December 2003. The law is designed to help prevent identity theft.  

The Rule requires covered organizations to implement a plan to identify, detect and respond to 

attempts to use stolen identity information in connection with the opening of a covered account 

or any existing covered account. A covered organization is a financial institution or creditor. The 

FTC’s definition of a “creditor” is broad and includes businesses or organizations that regularly 

defer payment for goods or services or provide goods or services and bill customers later. Healthcare 

providers that bill for services would fit this definition. A covered account is defined as a consumer 

account designed to permit multiple payments or transactions. Additionally, the Rule also covers any 

other account for which there is a “reasonably foreseeable” risk from identity theft.  

Developing internal programs

The FTC allows organizations to develop their own program. The program must include four basic 

elements, described below:

Identify relevant red flags – Red flags are “suspicious patterns or practices, or specific activities that 

indicate the possibility of identity theft”. Organizations must first determine what red flags they may 

face and incorporate them in the program. The five broad categories, as defined by the FTC are:

•  Alerts, notifications or other warnings received from consumer reporting agencies or service 

providers – This could include a fraud or active duty alert on a credit report, or a notice of address 

discrepancy. Unless hospitals run credit reports on their patients, they are unlikely to find this a 

useful red flag



•  Presentation of Suspicious Personally Identifying Information – Documents presented for 

identification that look forged or altered or the photos or physical descriptions that don’t match the 

person presenting the identification are two examples of suspicious identifying information

•  Suspicious Personally Identifying Information – This category includes such flags as inconsistencies in 

the information provided such as a birth date that doesn’t correlate to the number range on social 

security administration insurance tables, invalid phone numbers, address for post-office box or mail 

drop and identifying information (such as social security numbers) used numerous times

•  Suspicious Account Activity – Examples of this include mail sent to the customer that is returned 

repeatedly even though transactions continue to be conducted on the account. Healthcare providers 

can also look for patients who receive medical treatment inconsistent with their medical history such 

as obstetric care for a woman with a hysterectomy

•  Notice from customers or victims of identity theft or law enforcement authorities – A patient or 

family member may complain that he was billed for services he did not receive

Detect the Red Flags – The next step is to develop procedures that will allow the organization to detect 

the red flags in its operations. Different strategies may be needed for new and existing accounts. Some 

suggested methods are to:

•  Require patients to present a photo ID at the time they request healthcare services

•  Verify address, phone number and birth date – asking the patient to provide this information, rather 

than asking if it is still correct. This may weed out those identity thieves who don’t have all of the 

victim’s identifying information

•  Develop a system to determine whether the social security number or insurance member 

identification number has been used by other individuals

•  Develop a procedure to investigate complaints from patients that they were billed for services  

not received

•  Identify and investigate discrepancies between care provided and medical history. The medical team 

should be educated on what to look for

Mitigate Damage – Once a red flag has been raised, what are the next steps? Your program should 

include policies on how to report these flags to a responsible party and conduct an investigation to 

determine if there has been a theft. If there has, treatment and/or credit should be terminated, and 

you should not attempt to collect on the account until the identity theft issue has been resolved. You 

may also want to notify law enforcement. 

Update the Program – The program must be updated periodically. Your policy should indicate how 

often you will re-assess what red flags to monitor. This assessment should include:

•  Your own experience

•  The experience of other organizations 

•  Whether there are new technologies that can enable or prevent identity theft

•  Any other business changes that may impact your organization’s vulnerability

Reports should be generated at least annually. They should evaluate the effectiveness of the program 

to address the risk of identity theft. Elements that should be reviewed include:

•  Significant incidents involving identity theft

•  Management response, including changes to policies and procedures



•  Recommendations for changes to the indicators used

•  Any other changes made to the program 

Working with service providers

Healthcare organizations must also look at how they interact with service providers. The Ponemon 

study showed that third party breaches are also increasing in frequency. Outsourcers, contractors, 

consultants, and business partners were responsible for breaches in 44 percent of respondent 

incidents in 2008, up from 21 percent in 2005. If service providers are conducting activities covered 

by the Rule – for example, opening or managing accounts, billing customers, providing customer 

service, or collecting debts – they must apply the same standards you would if you were performing 

the tasks yourself. One way to make sure your service providers are taking reasonable steps is to add 

a provision to your contracts that they have procedures in place to detect red flags and either report 

them to you or respond appropriately to prevent or mitigate the crime themselves. Other ways to 

monitor them include giving them a copy of your Program, reviewing their red flags policies, or 

requiring periodic reports.

What are the risks of not complying with the FTC Rule? 

After June 1, 2010, any occurrence of identity theft related to your organization opens you up to 

an FTC investigation. If the FTC receives a complaint, it will review your plan and determine if it is 

reasonable. If the complaint seeks civil penalties, the U.S. Department of Justice can file a lawsuit in 

civil court on behalf of the FTC. The maximum civil penalty per violation is $3500. Injunctive relief 

often requires the party to comply with the law in the future and to provide reports and take other 

steps to comply with the Rule and the court order. In addition, state attorneys general may be able to 

file class action suits which may permit actual and punitive damages. Injured parties can also file suit 

against providers that did not prevent identity theft.

There are numerous resources available to organizations to help develop or modify their programs. The 

FTC Web site includes a “How-To Guide for Business”. The American Hospital Association Web site 

has a sample policy that hospitals can use as a starting point.  

HITECH

While the FTC Red Flag Rules are focused on the identification, mitigation and prevention of identity 

theft, additional new privacy controls associated with personal health information are addressed in 

new HIPAA amendments. These amendments are effective as of February 17, 2010 via The Health 

Information Technology for Economic and Clinical Health (HITECH) provisions of the American Recovery 

and Reinvestment Act of 2009 (ARRA). The rules mandate significant new privacy provisions and controls 

associated with Personal Medical Information/Electronic Medical Records. The proliferation of electronic 

medical records is strongly promoted by ARRA, while HITECH strengthens some of the much softer 

HIPAA regulations currently in place.  

When a covered entity discovers a breach of unsecured, protected health information, it will be required 

to notify everyone whose information ‘has been, or is reasonably believed by the covered entity to 

have been accessed, acquired, or disclosed as a result of such breach.’ The legislation defines a breach 

as: “…the unauthorized acquisition, access, use, or disclosure of protected health information which 

compromises the security or privacy of such information, except where an unauthorized person to whom 

such information is disclosed would not reasonably have been able to retain such information.” 

The Act defines “unsecured” information as information that is not secured through the use of a 

technology or methodology as specified by the Secretary of the Department of Health and Human 

Services (HHS). This could pose a significant risk for hospitals that have not yet brought their systems 

security up to HHS standards.



What to expect when a breach occurs 

While there may be exceptions, such as for unintentional or inadvertent access or disclosure and for 

ongoing law enforcement investigations, the regulations define the procedure to be followed in the 

event of a breach, including: 

•  Notification of each individual affected — or reasonably believed to be affected — must be made 

within 60 days of discovery by mail, e-mail (if specified as the preference of the individual) or by 

telephone if imminent misuse is expected. Please reference the statute for details and exceptions

•  Under HIPPA, notification must include a brief description of the breach, including dates; the types 

of unsecured information involved; the steps the individuals affected should take to help prevent 

harm; the steps your organization has taken to investigate, mitigate damage and prevent future 

breaches; as well as contact information for the organization. Be certain to check state laws to 

ensure that notification is made in compliance with the requirements of each state

•  Media notification: In certain circumstances, the organization may be required to post a prominent 

notice on its Web site or in local media. If more than 500 individuals are believed to be affected, 

the organization is required to provide notice to prominent media in the vicinity. Be certain to check 

state laws to ensure that notification is made in compliance with the requirements of each state

There are additional provisions on how the healthcare organization must report to HHS, which will 

track data breaches for annual reports to Congress.

ARRA penalties for HIPPA violations

ARRA also authorizes increased civil monetary penalties for HIPAA violations, with fines varying 

depending on whether the organization knew of the breach, whether it was due to reasonable cause 

or whether it resulted from willful neglect. The levels of fines are tiered by severity; however, the fines 

can be substantial even in the lowest tier: 

•  Tier 1: If person is not aware of the violation (and would not have known with reasonable 

diligence), the minimum penalty is $100 per violation, to a maximum of $25,000 for the  

calendar year

•  Tier 2: If violation is due to “reasonable cause” but not willful neglect, the minimum penalty is 

$1,000 per violation, to a maximum of $100,000 for the calendar year

•  Tier 3: If violation is due to willful neglect and is corrected within 30 days, the minimum penalty is 

$10,000 per violation, to a maximum of $250,000 for the calendar year

•  Tier 4: If violation is due to willful neglect and is not corrected within 30 days, the minimum penalty 

is $50,000 per violation, to a maximum of $1.5 million for the calendar year

HHS audits may also be performed on any violations and are mandated for Tier 3 and 4 violations. 

With violations, mandatory reporting and fines are contingent on the HHS definition of “unsecured” 

protected health information (PHI), it is critically important for healthcare organizations to bring their 

systems and data protection procedures up to the standard HHS uses or risk substantial costs, both 

financial and reputational. By definition, “unsecured PHI” is information not protected through use of 

a technology or methodology HHS has identified as rendering the information secure, i.e., encryption 

of electronic data or destruction of electronic and/or paper data. While HHS hasn’t exhaustively 

identified the technologies and methodologies that secure information, utilizing the two means 

defined is a minimum level of protection every organization should implement.



Preparation is key

It is important to understand the issue not simply as a technology concern, but as a financial and 

reputation risk. As the potential for a breach continues to escalate, hospitals should not wait for a 

security breach to develop a comprehensive risk management plan for cyber risks. Certainly, best-in-

class security and encryption technologies should be part of any program. But the classic disciplined risk 

management approach that has been applied to liability risks is often not applied to cyber risks. 

The most effective risk management solution comes when the legal, technical, compliance and 

risk professionals within an organization work together with a designated member of the senior 

management team to develop a cyber risk management plan. What follows is a brief overview of the 

issues that each area should consider, and bring to the planning table:

Chief legal officer

•  Analyze legal exposures across all federal, state and local jurisdictions where the organization 

does business. Both the regulatory environment and the data privacy rules that apply to cyber 

communications must be examined in each jurisdiction in which you operate

•  Exposures that should be considered include breach of contract as well as violations of privacy by staff 

or third parties 

•  Modify vendor contracts, if necessary, to obtain indemnification rights. Require vendors to purchase 

appropriate insurance

•  Understand how to transfer risks using privacy and security insurance

Compliance officer

•  Create a “living” inventory of all applicable regulations

•  Put in place security measures and protections required by the regulations. Ignorance of regulations 	

is not a valid excuse for not taking the appropriate steps

•  Develop a monitoring system to help ensure compliance

Health Information Manager (HIM) and business operations and technology team

•  Analyze the confidentiality, integrity and availability of data and systems

•  Assess physical security and vendor/service provider risk exposure

•  Re-evaluate, constantly and consistently, technical exposures

Risk manager

•  Educate employees and physicians about the laws and regulations addressing security and privacy.  

Ensure they are aware of their role in maintaining patients’ confidentiality and protecting them from 

identity theft. 

•  Even if managed properly, a company remains at substantial risk from unknown or worse than 

anticipated loss events. Decide how much to accept, and how much to transfer through insurance.

•  Consider specifically-designed cyber insurance, commonly known as network security and privacy 

insurance that typically covers a range of risks including legal expenses, settlements, business loss 

and other expenses.

Final two words: be prepared 

Healthcare institutions must also be aware of how new technologies and applications are being used 

and determine whether they present a risk to their data security programs. Digital information can be 

sent using an increasing variety of devices such as BlackBerry® smartphones, PDAs and cell phones. In 
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addition, some institutions and practitioners are using social networks such as Facebook and Twitter. 

These types of networks may increase the organizations’ exposure to data breaches. Risk managers 

should evaluate the risks of these technologies and educate employees on how to help protect against 

data and privacy breaches.

The information in this article was compiled from sources believed to be reliable for informational purposes only. All 
sample policies and procedures herein should serve as a guideline, which you can use to create your own policies and 
procedures. We trust that you will customize this information to reflect your own operations and believe that this 
information may serve as a helpful platform for this endeavor. Any and all information contained herein is not intended 
to constitute legal advice and accordingly, you should consult with your own attorneys when developing programs 
and policies. We do not guarantee the accuracy of this information or any results and further assume no liability in 
connection with this article and sample policies and procedures, including any information, methods or suggestions 
contained herein. Moreover, Zurich reminds you that this cannot be assumed to contain every acceptable compliance 
procedure or that additional procedures might not be appropriate under the circumstances  The subject matter of this 
article is not tied to any specific insurance product nor will adopting these policies and procedures ensure coverage 
under any insurance policy. Risk engineering services are provided by Zurich Services Corporation.
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