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	Zurich Pro Plus

Professional, Technology, Media And System Security
& Privacy Liability Application

	


THE INSURANCE FOR WHICH YOU ARE APPLYING IS WRITTEN ON A CLAIMS-MADE AND REPORTED BASIS.  ONLY CLAIMS FIRST MADE AGAINST THE INSURED AND REPORTED TO THE COMPANY DURING THE POLICY PERIOD OR EXTENDED REPORTING PERIOD (IF APPLICABLE) ARE COVERED SUBJECT TO THE POLICY PROVISIONS.

THE LIMITS OF LIABILITY STATED IN THE POLICY ARE REDUCED, AND MAY BE EXHAUSTED, BY CLAIMS EXPENSES.  CLAIMS EXPENSES ARE ALSO APPLIED AGAINST THE RETENTION, IF ANY.  PLEASE READ THE POLICY CAREFULLY AND DISCUSS ANY QUESTIONS YOU MAY HAVE WITH YOUR INSURANCE AGENT OR BROKER.

DIRECTIONS

Please respond to the questions in Sections I – V if applicable.  Complete section VI only if you are applying for System Security and Privacy Liability coverage.
Please submit the following information with this application:
1.
Copy of most recent financial statements (10-K, annual report, etc.).
2.
Specimen copies of standard contracts with customers and independent contractors (if applicable).
3.
Five (5) years of loss runs valued within the past six (6) months.
4.
List of all litigation threatened or pending which could potentially affect the coverage for which you are applying.

5.
Completed supplemental application if seeking coverage for any of the following professional services:
· Consulting Services
· Collection Agency Services
· Franchisor Services

· Printing

· Property Managers
Please submit the following information if you are also applying for System Security and Privacy coverage:
1.
Copy of the privacy policies currently in use throughout the organization.
2.
Executive summary of most recent network security audit or PCI DSS audit (if applicable).
If you want to learn more about the compensation Zurich pays agents and brokers visit:

http://www.zurichnaproducercompensation.com or call the following toll-free number:  (866) 903-1192.  This Notice is provided on behalf of Zurich American Insurance Company and its underwriting subsidiaries.
I.
GENERAL INFORMATION
Applicant & Subsidiaries

	Applicant Name:
	

	Mailing Address:
	
	Ownership:
	Public  FORMCHECKBOX 

Private  FORMCHECKBOX 


	
	
	Year Established:
	

	
	
	No. of Employees:
	

	
	Website:
	

	Risk Manager:


	Email Address:


	Name of all subsidiaries or affiliates (please include attachment if too numerous):


     
     

	Is Applicant controlled, owned, affiliated or associated with any other firm, corporation or company?
If so, please describe:

     
	Yes  FORMCHECKBOX 

No  FORMCHECKBOX 


	During the past five (5) years:
Has the name of the applicant been changed?

Has any other business been acquired, merged or consolidated with the applicant?

If so, please describe:

     
	Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

Yes  FORMCHECKBOX 

No  FORMCHECKBOX 



Requested Coverage
	Coverage Part
	Requested Coverage
	Requested Limit
	Requested SIR
	Requested Retroactive Date

	Information Technology and Internet Liability (including Media Liability)
	Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

	$     
	$     
	     

	Miscellaneous Professional Liability (including Media Liability)
	Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

	$     
	$     
	     

	System Security and Privacy Liability
	Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

	$     
	$     
	     

	Privacy Event Mitigation Costs
	Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

	$     
	$     
	Not Applicable


II.
APPLICANT PROFILE
Revenue

	
	Year
	US
	International
	Total

	Projected
	     
	$     
	$     
	$     

	Current
	     
	$     
	$     
	$     

	Prior
	     
	$     
	$     
	$     


Information Technology & Internet Services
Indicate the percentage of total annual revenue attributable to each service listed below (if applicable).
	Services
	% of Total Revenue

	Application Service Provider (ASP)
	     %

	Computer Storage and Peripherals
	     %

	Credit Card Processing
	     %

	Custom Software Development and Support
	     %

	Data Management
	     %

	Data Processing/Maintenance/Support
	     %

	Hardware Development, Manufacturing and Support
	     %

	Help Desk Services
	     %

	Information Technology Consulting
	     %

	Infrastructure Support
	     %

	Installation, Integration and Maintenance
	     %

	ISP Services
	     %

	Pre-Packaged Software Development & Support
	     %

	Software/Hardware Resale
	

	Systems Analysis and Design
	     %

	Value Added Reselling
	     %

	Web Hosting Services
	     %

	Web Portal Services
	     %

	Website Design and Development
	

	Telecommunications Services
	DESCRIBE:
     
	     %

	Other Technology Services
	DESCRIBE:
     
	     %

	TOTAL
	     %


Miscellaneous Professional Services
Enter a description of miscellaneous professional services in the text box along with the percentage of total annual revenue derived from those services (if applicable).
	Services
	% of Total Revenue

	     
	     %

	     
	     %

	     
	     %

	TOTAL
	     %


III.
CONTRACTING & LICENSING PROCEDURES

Contract Risk Management
1.
Do you require written contracts with all customers?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

2.
Do modifications to the standard contract template require approval by legal counsel?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

	3.
Average contract size in revenue:
	     

	4.
Average duration of a contract/project
	     


5.
Do you use a standard contract template for the provision of services?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

6.
Do standard contract templates contain the following (check all that apply):
 FORMCHECKBOX 

Specific description of professional services to be performed
 FORMCHECKBOX 

Provision addressing collection of fees
 FORMCHECKBOX 

Limitation of liability provision
 FORMCHECKBOX 

Guaranty or warranty provision
 FORMCHECKBOX 

Hold harmless or indemnity wording in your favor
 FORMCHECKBOX 

Consequential damages waiver in your favor
 FORMCHECKBOX 

Intellectual property provision in your favor
 FORMCHECKBOX 

Provision addressing changes to the scope of services within the contract term
 FORMCHECKBOX 

Provision addressing customer acceptance of products or services
 FORMCHECKBOX 

Force majeure clause
Significant Customer Contracts
Please identify your five (5) largest clients, a description of the services performed and the total revenue anticipated for the duration of the contract:
	Name of Client
	Description of Services
	Contract Value
	Duration

	
	
	$
	

	
	
	$
	

	
	
	$
	

	
	
	$
	

	
	
	$
	


Sub-Contractors/Independent Contractors
1.
Percentage of services provided by independent contractors:
     %
2.
Are standard contracts utilized for all work performed by independent contractors?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

3.
Are independent contractors required to carry professional liability insurance?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

a.
If so, what is the minimum policy limit?
$     
b.
If not, are independent contractors contractually required to indemnify you?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

4.
Do all contracts with independent contractors clearly identify work product as "work
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

made for hire" or include other provisions for the ownership of intellectual property?
Software Development Quality Control Procedures
Please complete this section if any revenue is derived from Information Technology and Internet Services.
1.
Do you have written quality control procedures in place?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

2.
Do quality control procedures include the following (check all that apply):
 FORMCHECKBOX 

Vendor certification guidelines
 FORMCHECKBOX 

Prototype development
 FORMCHECKBOX 

Beta testing
 FORMCHECKBOX 

Formalized training program for employees
 FORMCHECKBOX 

Corporate governance procedures that ensure compliance with 
all statutes pertaining to the conduct of the firms business
 FORMCHECKBOX 

Internal audit process
 FORMCHECKBOX 

Formal customer support program
 FORMCHECKBOX 

Contract performance milestones
IV.
INTELLECTUAL
1.
Do you develop content other than marketing materials, brochures, or web site content?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

	If so, please describe:
	     

	
	     

	
	


2.
Do you develop content for or on behalf of your customers or other third parties?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

3.
Do you maintain policies or procedures to screen all forms of content for potential
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

infringement of third party intellectual property rights?
4.
Do you maintain policies or procedures to screen all forms of content for elements that
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

may lead to personal injury torts including but not limited to libel, slander, and defamation?
5.
Do you require contractors, vendors or others who provide the firm with copyrightable
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

material to do any of the following (check all that apply):
 FORMCHECKBOX 

Legally assign or license their rights to any copyrightable material
 FORMCHECKBOX 

Warrant that their work does not violate another party's IP rights
 FORMCHECKBOX 

Indemnify you for IP infringement claims
 FORMCHECKBOX 

Hold you harmless for IP infringement claims

6.
Does your website include chat rooms, bulletin boards or other areas that allow users to
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

post or upload content?
7.
Do you maintain a formalized process or procedure to ensure compliance with IP related
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

statutes?
8.
Do you sell, distribute or develop software that is subject to an open source license?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

9.
Do you have written policies or procedures in place to audit the use of software licenses?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

10.
Do you maintain coverage through the advertising injury/personal injury coverage part of
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

your Commercial General Liability policy?
11.
In the past three years, have you received notice of your infringement on any third party
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

intellectual property rights?
*If so, please provide an attachment with a description of such infringement.
V.
SYSTEM SECURITY AND PRIVACY
Records Management
1.
Do you maintain an enterprise-wide Privacy Policy or similar document?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

If so, has it been reviewed by a qualified attorney or professional?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

2.
Do you post a privacy policy on your web site?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

If so, has it been reviewed by a qualified attorney or professional?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

3.
Does a Senior Executive have enterprise wide responsibility for records and information
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

management?
If so, please list name and title:
     
4.
Do you maintain a formal policy covering records and information management?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

5.
Do you have a formal information classification system specifying how certain types of
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

information should be protected/handled?
6.
Do you or any of your subsidiaries outsource any business function(s) that would allow
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

third parties access to personal or corporate information in your care, custody or control?
If so, do your contracts require that such third parties maintain network security
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

Insurance or that they defend and indemnify you in the event such information is

compromised as a result of their actions/inactions?
7.
Is sensitive information accessible only after properly authorized requests?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

Encryption
1.
Do you use commercial grade technology to encrypt all sensitive business and
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

consumer information transmitted within your organization or to other public networks?
2.
Do you use commercial grade technology to encrypt all sensitive business and
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

consumer information at rest within your systems?
3.
Do you use commercial grade technology to encrypt all sensitive business and
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

consumer information that is physically transmitted by tape or other medium between

your organization and third parties, including storage management companies?
4.
Do you enforce strong access control requirements and hard drive encryption for all
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

mobile computer equipment including laptops and PDAs?
Standards Compliance
1.
Do you employ a Chief Privacy Officer or equivalent who is responsible for complying
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

with and meeting obligations under applicable privacy laws and regulations?
2.
Are you subject to PCI DSS protocol?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

If so, please indicate level requirement:
1  FORMCHECKBOX 

2  FORMCHECKBOX 

3  FORMCHECKBOX 

4  FORMCHECKBOX 

3.
Have you achieved PCI compliance?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

If so, please provide the date of the latest certification:
     
System Security
1.
Do you store, process, and/or transmit any of the following on your computer system?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

(check all that apply):
 FORMCHECKBOX 

Securities Information

 FORMCHECKBOX 

Healthcare Information
 FORMCHECKBOX 

Intellectual Property Assets
 FORMCHECKBOX 

Credit Card Information

 FORMCHECKBOX 

Social Security Numbers

 FORMCHECKBOX 

Trade Secrets

2.
Do you process payments on behalf of others?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

3.
Do you outsource any part your network, computer systems or information security
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

functions?
4.
Do you utilize firewall and intrusion prevention measures for your network and computer
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

systems?
5.
Do you have a physical security program designed to prohibit and track unauthorized
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

access to your network, computer systems and data centers (if applicable)?
6.
Does your computer system use security products that identify malware such as
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

viruses, worms, and trojan horses?
7.
Do you have a vulnerability assessment program that monitors for breaches and
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

ensures timely updates of anti-virus signatures and critical security patches?
8.
Do you have a business continuity and disaster recovery plan in place?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

9.
Do you have a security incident response plan in place?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

10.
Do you have backup and restoration procedures for sensitive data?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

Event History
1.
Have you ever experienced a systems intrusion, tampering, virus or malicious code
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

attack, loss of data, hacking incident, data theft or similar?
2.
Have you experienced an unscheduled network outage over the past 24 months?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

3.
In the past 3 years, has your organization sustained any significant systems intrusion,
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

data theft or other loss of data?
4.
In the past 3 years, have you been notified by any third party that Personally Identifiable
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

Information has been compromised from your systems?
5.
In the past 3 years, have you notified customers that their Personally Identifiable
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

Information was compromised in any manner?
6.
Have you ever been the subject of an investigation by a regulatory or other
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

government agency arising out of a privacy issue?

*Please attach a description of the circumstance(s) if you responded "yes" to any of questions 1-6.
VI.
APPLICANT HISTORY

Prior Coverage
Please list any similar insurance purchased during the past three (3) years.
If none, check here:
 FORMCHECKBOX 

	Policy Period
	Carrier
	Limit of Liability
	Deductible
	Premium
	Retroactive Date

	     
	     
	$     
	$     
	$     
	     

	     
	     
	$     
	$     
	$     
	     

	     
	     
	$     
	$     
	$     
	     


Claims History
1.
In the past 3 years, have you been declined for any similar professional liability insurance, Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

or has any previous insurer cancelled any professional liability insurance?
*If so, please attach a detailed description of the circumstance(s).
2.
Have any claims been made against you or any of your former or current directors, officers, Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

employees, subsidiaries or independent contractors with regard to the coverage sought in

the past three (3) years?
*If so, please attach a detailed description of the claim(s)
3.
Are you or any of your former or current directors, officers, employees, subsidiaries or
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

independent contractors aware of any acts, errors, omissions or other circumstances,

which may reasonably result in a claim relative to the insurance sought?

*If so, please attach a detailed description of such act(s), error(s), omission(s) or other circumstance(s).
VII.
FRAUD NOTICES
Prior to signing this application, review the following statutory fraud notices as they may apply to the applicant's place of domicile:

ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR ANOTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION, OR CONCEALS FOR THE PURPOSE OF MISLEADING INFORMATION CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME AND SUBJECTS THE PERSON TO CRIMINAL AND [NY: SUBSTANTIAL] CIVIL PENALTIES.  (NOT APPLICABLE IN CO, DC, FL, HI, MA, NE, OH, OK, OR, VT OR WA; IN LA, ME, TN, AND VA, INSURANCE BENEFITS MAY ALSO BE DENIED)
APPLICABLE IN COLORADO - IT IS UNLAWFUL TO KNOWINGLY PROVIDE FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE COMPANY.  PENALTIES MAY INCLUDE IMPRISONMENT, FINES, DENIAL OF INSURANCE, AND CIVIL DAMAGES. ANY INSURANCE COMPANY OR AGENT OF AN INSURANCE COMPANY WHO KNOWINGLY PROVIDES FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO A POLICY HOLDER OR CLAIMANT FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE POLICY HOLDER OR CLAIMANT WITH REGARD TO A SETTLEMENT OF AWARD PAYABLE FROM INSURANCE PROCEEDS SHALL BE REPORTED TO THE COLORADO DIVISION OF INSURANCE WITHIN THE DEPARTMENT OF REGULATORY AGENCIES.

APPLICABLE IN DISTRICT OF COLUMBIA - WARNING: IT IS A CRIME TO PROVIDE FALSE OR MISLEADING INFORMATION TO AN INSURER FOR THE PURPOSE OF DEFRAUDING THE INSURER OR ANY OTHER PERSON. PENALTIES INCLUDE IMPRISONMENT AND/OR FINES.  IN ADDITION, AN INSURER MAY DENY INSURANCE BENEFITS, IF FALSE INFORMATION MATERIALLY RELATED TO A CLAIM WAS PROVIDED BY THE APPLICANT.

APPLICABLE IN FLORIDA - ANY PERSON WHO KNOWINGLY AND WITH INTENT TO INJURE, DEFRAUD, OR DECEIVE ANY INSURER FILES A STATEMENT OF CLAIM OR AN APPLICATION CONTAINING ANY FALSE, INCOMPLETE, OR MISLEADING INFORMATION IS GUILTY OF A FELONY OF THE THIRD DEGREE.

APPLICABLE IN HAWAII - FOR YOUR PROTECTION, HAWAII LAW REQUIRES YOU TO BE INFORMED THAT PRESENTING A FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT IS A CRIME PUNISHABLE BY FINES OR IMPRISONMENT, OR BOTH.
APPLICABLE IN MASSACHUSETTS, NEBRASKA, OREGON AND VERMONT - ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR ANOTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION, OR CONCEALS FOR THE PURPOSE OF MISLEADING INFORMATION CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME AND MAY SUBJECT THE PERSON TO CRIMINAL AND CIVIL PENALTIES.

APPLICABLE IN OHIO - ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT HE/SHE IS FACILITATING A FRAUD AGAINST AN INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM CONTAINING A FALSE OR DECEPTION STATEMENT IS GUILTY OF INSURANCE FRAUD.
APPLICABLE IN OKLAHOMA - WARNING: ANY PERSON WHO KNOWINGLY, AND WITH INTENT TO INJURE, DEFRAUD OR DECEIVE ANY INSURER, MAKES ANY CLAIM FOR THE PROCEEDS OF AN INSURANCE POLICY CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY.

APPLICABLE IN WASHINGTON - IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE, OR MISLEADING INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING THE COMPANY.  PENALTIES INCLUDE IMPRISONMENT, FINES, AND DENIAL OF INSURANCE BENEFITS.
VIII.SIGNATURES
The undersigned represents that every effort has been made to facilitate the proper completion of this application.  The discovery of any fraud, intentional concealment, or misrepresentation of any material fact will render this policy, if issued, void at inception.  Receipt and review of this application does not bind the Insurer to provide this insurance.
It is agreed by the undersigned and the Insurer that the particulars and statements made in this application, together with all attachments to this application and any other materials submitted to the Insurer (all of which attachments and materials shall be deemed attached to the policy as if physically attached thereto) shall be the representations of the applicant and the prospective Insureds.  It is further agreed by the undersigned and the prospective Insureds that this policy, if issued, is issued in reliance upon the truth of such representations that are incorporated into and made part of this policy.
After inquiry of all prospective Insureds, the undersigned authorized officer of the applicant represents that the statements set forth in this application and its attachments and other materials submitted to the Insurer are true and correct and that no material or relevant facts have been suppressed or misstated.  Signing of this application does not bind the applicant or the Insurer.

The undersigned further declares that any event taking place between the date this application was signed and the effective date of the insurance applied for which may render inaccurate, untrue, or incomplete any information in this application, will immediately be reported in writing to the Insurer and the Insurer may withdraw or modify any outstanding quotations and /or authorization or agreement to bind the insurance.

Applicant

	Applicant Name and Title:
	     
	
	Date:
	     

	Applicant Signature:
	
	
	


Agent/Broker

	Agent/Broker:
	     
	
	Date:
	     

	Address:
	     
	
	License Number:
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