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Black Swan events are almost impossible to predict. Instead of
perpetuating the illusion that we can anticipate the future, risk
management should try to reduce the impact of the threats we

don’t understand.

The Six Mistakes
Executives Make in
Risk Management

by Nassim N. Taleb, Daniel G. Goldstein, and

Mark W. Spitznagel

We don'’t live in the world for which conven-
tional risk-management textbooks prepare
us. No forecasting model predicted the impact
of the current economic crisis, and its con-
sequences continue to take establishment
economists and business academics by sur-
prise. Moreover, as we all know, the crisis has
been compounded by the banks’ so-called risk-
management models, which increased their
exposure to risk instead of limiting it and
rendered the global economic system more
fragile than ever.

Low-probability, high-impact events that are
almost impossible to forecast—we call them
Black Swan events—are increasingly domi-
nating the environment. Because of the inter-
net and globalization, the world has become a
complex system, made up of a tangled web
of relationships and other interdependent
factors. Complexity not only increases the
incidence of Black Swan events but also makes
forecasting even ordinary events impossible.
All we can predict is that companies that
ignore Black Swan events will go under.

Instead of trying to anticipate low-probability,
high-impact events, we should reduce our vul-
nerability to them. Risk management, we be-
lieve, should be about lessening the impact of
what we don’t understand—not a futile at-
tempt to develop sophisticated techniques and
stories that perpetuate our illusions of
being able to understand and predict the social
and economic environment.

To change the way we think about risk, we
must avoid making six mistakes.

1. We think we can manage risk by
predicting extreme events.

This is the worst error we make, for a couple
of reasons. One, we have an abysmal record of
predicting Black Swan events. Two, by focus-
ing our attention on a few extreme scenarios,
we neglect other possibilities. In the process,
we become more vulnerable.

It’'s more effective to focus on the conse-
quences—that is, to evaluate the possible im-
pact of extreme events. Realizing this, energy
companies have finally shifted from predicting
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when accidents in nuclear plants might hap-
pen to preparing for the eventualities. In the
same way, try to gauge how your company
will be affected, compared with competitors,
by dramatic changes in the environment.
Will a small but unexpected fall in demand or
supply affect your company a great deal? If so,
it won’t be able to withstand sharp drops in
orders, sudden rises in inventory, and so on.

In our private lives, we sometimes act in
ways that allow us to absorb the impact of
Black Swan events. We don’t try to calculate
the odds that events will occur; we only worry
about whether we can handle the conse-
quences if they do. In addition, we readily buy
insurance for health care, cars, houses, and so
on. Does anyone buy a house and then check
the cost of insuring it? You make your decision
after taking into account the insurance costs.
Yet in business we treat insurance as though
it’s an option. It isn’t; companies must be
prepared to tackle consequences and buy
insurance to hedge their risks.

2. We are convinced that studying
the past will help us manage risk.
Risk managers mistakenly use hindsight as
foresight. Alas, our research shows that past
events don’t bear any relation to future shocks.
World War I, the attacks of September 11,
2001—major events like those didn’t have pre-
decessors. The same is true of price changes.
Until the late 1980s, the worst decline in stock
prices in a single day had been around 10%. Yet
prices tumbled by 23% on October 19, 1987.
Why then would anyone have expected a melt-
down after that to be only as little as 23%?
History fools many.

You often hear risk managers—particularly
those employed in the financial services
industry—use the excuse “This is unprece-
dented.” They assume that if they try hard
enough, they can find precedents for anything
and predict everything. But Black Swan events
don’t have precedents. In addition, today’s
world doesn’t resemble the past; both interde-
pendencies and nonlinearities have increased.
Some policies have no effect for much of the
time and then cause a large reaction.

People don’t take into account the types
of randomness inherent in many economic
variables. There are two kinds, with socio-
economic randomness being less structured
and tractable than the randomness you en-

counter in statistics textbooks and casinos.
It causes winner-take-all effects that have
severe consequences. Less than 0.25% of all
the companies listed in the world represent
around half the market capitalization, less
than 0.2% of books account for approxi-
mately half their sales, less than 0.1% of drugs
generate a little more than half the pharma-
ceutical industry’s sales—and less than 0.1%
of risky events will cause at least half your
losses.

Because of socioeconomic randomness,
there’s no such thing as a “typical” failure or
a “typical” success. There are typical heights
and weights, but there’s no such thing as a
typical victory or catastrophe. We have to
predict both an event and its magnitude,
which is tough because impacts aren’t typical
in complex systems. For instance, when we
studied the pharmaceuticals industry, we
found that most sales forecasts don’t correlate
with new drug sales. Even when companies
had predicted success, they underestimated
drugs’ sales by 22 times! Predicting major
changes is almost impossible.

3. We don’t listen to advice about
what we shouldn’t do.
Recommendations of the “don’t” kind are
usually more robust than “dos” For instance,
telling someone not to smoke outweighs any
other health-related advice you can provide.
“The harmful effects of smoking are roughly
equivalent to the combined good ones of every
medical intervention developed since World
War II. Getting rid of smoking provides more
benefit than being able to cure people of every
possible type of cancer,” points out genetics
researcher Druin Burch in Taking the Medicine.
In the same vein, had banks in the U.S. heeded
the advice not to accumulate large exposures
to low-probability, high-impact events, they
wouldn’t be nearly insolvent today, although
they would have made lower profits in the past.
Psychologists distinguish between acts of
commission and those of omission. Although
their impact is the same in economic terms—
a dollar not lost is a dollar earned—risk man-
agers don’t treat them equally. They place a
greater emphasis on earning profits than they
do on avoiding losses. However, a company can
be successful by preventing losses while its
rivals go bust—and it can then take market
share from them. In chess, grand masters focus
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on avoiding errors; rookies try to win. Simi-
larly, risk managers don’t like not to invest
and thereby conserve value. But consider
where you would be today if your investment
portfolio had remained intact over the past
two years, when everyone else’s fell by 40%.
Not losing almost half your retirement is
undoubtedly a victory.

Positive advice is the province of the charla-
tan. The business sections in bookstores are
full of success stories; there are far fewer
tomes about failure. Such disparagement of
negative advice makes companies treat risk
management as distinct from profit making
and as an afterthought. Instead, corporations
should integrate risk-management activities
into profit centers and treat them as profit-
generating activities, particularly if the com-
panies are susceptible to Black Swan events.

4. We assume that risk can be
measured by standard deviation.
Standard deviation—used extensively in fi-
nance as a measure of investment risk—
shouldn’t be used in risk management. The
standard deviation corresponds to the square
root of average squared variations—not aver-
age variations. The use of squares and square
roots makes the measure complicated. It only
means that, in a world of tame randomness,
around two-thirds of changes should fall
within certain limits (the —1 and +1 standard
deviations) and that variations in excess of
seven standard deviations are practically
impossible. However, this is inapplicable in
real life, where movements can exceed 10, 20,
or sometimes even 30 standard deviations.
Risk managers should avoid using methods
and measures connected to standard devia-
tion, such as regression models, R-squares,
and betas.

Standard deviation is poorly understood.
Even quantitative analysts don’t seem to get
their heads around the concept. In experi-
ments we conducted in 2007, we gave a group
of quants information about the average ab-
solute movement of a stock (the mean ab-
solute deviation), and they promptly confused
it with the standard deviation when asked to
perform some computations. When experts
are confused, it’s unlikely that other people
will get it right. In any case, anyone looking
for a single number to represent risk is invit-
ing disaster.

5. We don’t appreciate that what’s
mathematically equivalent isn’t
psychologically so.

In 1965, physicist Richard Feynman wrote
in The Character of Physical Law that two math-
ematically equivalent formulations can be
unequal in the sense that they present them-
selves to the human mind in different ways.
Similarly, our research shows that the way a
risk is framed influences people’s understand-
ing of it. If you tell investors that, on average,
they will lose all their money only every 30
years, they are more likely to invest than if you
tell them they have a 3.3% chance of losing a
certain amount each year.

The same is true of airplane rides. We asked
participants in an experiment: “You are on
vacation in a foreign country and are con-
sidering flying the national airline to see a
special island you have always wondered
about. Safety statistics in this country show
that if you flew this airline once a year there
would be one crash every 1,000 years on aver-
age. If you don’t take the trip, it is extremely
unlikely you’ll revisit this part of the world
again. Would you take the flight?” All the re-
spondents said they would.

We then changed the second sentence so it
read: “Safety statistics show that, on average,
one in 1,000 flights on this airline has crashed”
Only 70% of the sample said they would take
the flight. In both cases, the chance of a crash is
1in1,000; the latter formulation simply sounds
more risky.

Providing a best-case scenario usually in-
creases the appetite for risk. Always look
for the different ways in which risk can be
presented to ensure that you aren’t being
taken in by the framing or the math.

6. We are taught that efficiency and
maximizing shareholder value don’t
tolerate redundancy.
Most executives don’t realize that optimiza-
tion makes companies vulnerable to changes
in the environment. Biological systems cope
with change; Mother Nature is the best risk
manager of all. That’s partly because she loves
redundancy. Evolution has given us spare
parts—we have two lungs and two kidneys,
for instance—that allow us to survive.

In companies, redundancy consists of appar-
ent inefficiency: idle capacities, unused parts,
and money that isn’t put to work. The oppo-
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piece of the upside
without a share of the

downside.
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site is leverage, which we are taught is good.
It isn’t; debt makes companies—and the
economic system—fragile. If you are highly
leveraged, you could go under if your com-
pany misses a sales forecast, interest rates
change, or other risks crop up. If you aren’t
carrying debt on your books, you can cope
better with changes.

Overspecialization hampers companies’ evo-
lution. David Ricardo’s theory of comparative
advantage recommended that for optimal effi-
ciency, one country should specialize in mak-
ing wine, another in manufacturing clothes,
and so on. Arguments like this ignore unex-
pected changes. What will happen if the price
of wine collapses? In the 1800s many cultures
in Arizona and New Mexico vanished because
they depended on a few crops that couldn’t
survive changes in the environment.

One of the myths about capitalism is that it is
about incentives. It is also about disincentives.
No one should have a piece of the upside
without a share of the downside. However,
the very nature of compensation adds to risk.
If you give someone a bonus without clawback
provisions, he or she will have an incentive to
hide risk by engaging in transactions that have
a high probability of generating small profits
and a small probability of blowups. Executives
can thus collect bonuses for several years. If
blowups eventually take place, the managers

may have to apologize but won’t have to re-
turn past bonuses. This applies to corpora-
tions, too. That’'s why many CEOs become
rich while shareholders stay poor. Society and
shareholders should have the legal power to
get back the bonuses of those who fail us. That
would make the world a better place.

Moreover, we shouldn’t offer bonuses to
those who manage risky establishments such
as nuclear plants and banks. The chances
are that they will cut corners in order to maxi-
mize profits. Society gives its greatest risk-
management task to the military, but soldiers
don’t get bonuses.

Remember that the biggest risk lies within
us: We overestimate our abilities and under-
estimate what can go wrong. The ancients
considered hubris the greatest defect, and
the gods punished it mercilessly. Look at the
number of heroes who faced fatal retribution
for their hubris: Achilles and Agamemnon
died as a price of their arrogance; Xerxes
failed because of his conceit when he attacked
Greece; and many generals throughout his-
tory have died for not recognizing their limits.
Any corporation that doesn’t recognize its
Achilles’ heel is fated to die because of it.
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As it becomes harder to predict
exactly what crisis may face our
organizations in the future,

how should we think about
managing risk?

It's close to impossible to forecast the

next real crisis. When there is so much
uncertainty, it is very challenging to read
early warning signs. Therefore, you have to
go back to basics. First, don’t put all your
eggs in one basket. Diversification must be
in your business model in order to help avoid
unnecessary concentration and aggregation.
This is basic nuts and bolts, particularly when
you look at the insurance industry. We look
carefully at aggregations and concentrations,
and we limit what we want to write as
business, with diversification in mind.

Second, you need organizational agility and
flexibility because you don't really know when
and how exactly you will need to act. When

it comes to capital and data security, having

a back-up plan is essential. When it comes

to talent, make sure you have appropriate
depth and succession in place. These are just
examples, but all of this will help keep the
organization more nimble in normal times as
well as in a crisis.

As you think about your plan for managing
risk, use stress tests and scenarios, which are

different from trying to predict specifically
what will happen. You can look to past
events, such as a terrorist event, or the
collapse of capital markets, and then ask if
this was to happen, how would it impact the
company in terms of operations or capital
risk? If you can work through some of the
assumptions, you can see where stress
might soar through the roof and make some
adjustments in line with your risk tolerance.

What is the biggest misconception
executives have about planning for
risk—looking to the past too much
or ignoring it?

It is always a good thing to take into account
what was learned from past events. At Zurich,
we coped well through 2008 crisis, but we
also looked very carefully at what we and
other companies went through before. We
reassessed our own enterprise risk approach
and came up with our own learning. This
involves more than just reading headlines. It
requires you to look to some basic practices,
leverage existing behaviors and actions,

asses your concentrations, analyze your
liquidity and the impact those events had

on them. Observe the markets generating
excess returns and ask yourself, how was that
possible? Take the past scenarios and apply
them to your business: that is more efficient
than just looking to the past.

How should executives think about
finding those “hidden risks"? How
does a company avoid being lured
by the “best case scenario”?

First, you must allow the organization to
have intimate discussions around risk and the
risk returns that business can generate. You
also must have a risk management function
that is closely aligned to the business. That is
an absolute prerequisite. When you look at
banks in the latest crisis, not all of them took
an economic downturn. A few small and
large ones collapsed, and those who were

in danger didn't normally have a consortium
at the very top of the organization really
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engaged with what was going on in the
marketplace. They didn't have their leaders,
their board, and their risk organization in
constant conversation about issues occurring.

Sometimes companies get too internally
focused. You must develop an external lens
that looks at all angles—social, economic,
technology—so that you can see the
indicators and start to develop patterns.
You must be bringing that information in.

How do you set up a governance
system inside your organization
that doesn't stifle appropriate
risk-taking?

Risk management is about taking the
appropriate amount of risk, not just risk
avoidance. You obviously need to take

risk to have prosperity. An organization’s
board should get involved in discussion
about real risk appetite and risk tolerance

in the company. You can look at it from an
analytic perspective, as well as a business
portfolio and reputational perspective. In
each segment, what are the risks that are
acceptable and what are those that are
beyond the boundary lines? That is absolutely
an integral part of the strategic discussion of
the company. This needs to be a top down
message so that it is baked into the strategic
dialogue with everyone in the company.

Gjrich in North America is a part of Zurich\

Financial Services Group (Zurich), an insurance-
based financial services provider with a global
network of subsidiaries and offices in North
America and Europe as well as in Asia Pacific,
Latin America, and other markets. Founded
in 1872, the Group is headquartered in Zurich,
Switzerland, and employs approximately 60,000
people serving customers in more than 170
countries, including more than 9,500 employees
in North America. www.zurichna.com
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