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The interconnectivity of today’s global economy can pose 
major financial and reputational risks to general 
contractors. Strategies such as outsourcing, offshoring 
and just-in-time sourcing can create corporate 
efficiencies, but these approaches can also increase 
general contractors’ vulnerabilities to supply chain 
disruptions and expose them to global risks, no matter 
where they are operating. 

 

Supply chain resiliency is more critical to business profitability and reputation than ever before. 

Some key insights into supply chain resiliency you should consider include: 

• Know your key suppliers and customers and where they are based; develop an understanding of the 

profit/revenue exposure if they fail. These are fundamental performance issues as much as they are 

risk management issues. 

• Understand whether your supply chain can be disrupted by more than just physical events; factor 

this into your overall resiliency strategy. 

• Determine if your insurance coverage is Named Peril or Named Supplier, as this is an important 

distinction that should be evaluated. 

A study by the Business Continuity Institute uncovered deep-rooted sources of supply chain failure. 

Respondents from various industries in 62 countries revealed that nearly 75% of organizations 

reported at least one supply chain disruption over a 12-month period studied, and 50% of general 

contractors had more than one disruption (Exhibit 1). Approximately 40% of disruptions originated 

below the immediate tier 1 suppliers. Many of these disruptions were also nonphysical and beyond a 

general contractor’s control, such as change in the government or regulatory environment or 



financial insolvency of a supplier. 

 



 



 



 

Supplier availability isn’t the only issue that can create problems; it could be that your customer is 

not able to accept your service, which can then impact your revenue. Beyond the immediate loss of 

revenue, these disruptions can also result in long-term effects, such as damage to reputation, 

shareholder concern and increased regulatory scrutiny. Both of these short- and long-term effects 

underscore why it should be a high priority for risk managers to help develop a program to protect 

the organization’s supply chain from the impact of unpredictable events and potential coverage 

gaps. 

  

Deeper Analysis of Supply Chain Risks 



In today’s complex global marketplace, many general contractors and their insurance brokers must 

address supply chain exposures and create a sustainable management solution for these risks. 

Generally, the onus is on general contractors to identify suppliers/customers and their locations in 

their chain. Overall, there is increasing pressure to determine key suppliers and limit further 

unnamed or unspecified business interruptions (in particular CAT perils). Today, general contractors 

are recognizing that supplier disruption is not caused only by physical damage, and they are seeking 

broader coverage for these expanded risks. 

  

The Case for Developing a Comprehensive 
Risk Assessment Approach 

To properly assess your supply chain risk, one of the first and foremost steps is to ensure top 

management’s commitment to the process by developing a total risk profile. Key considerations 

should be given to long lead items as well as single-sourced materials and equipment. 

Utilizing a comprehensive risk assessment approach including tools for analyzing the complexities of 

extensive investment, you can map out critical supply chains and profit dependencies. Tools that 

consider industry/supplier exposure from political, economic and structural perspectives will help 

provide the insights needed to evaluate your exposure and facilitate informed decision-making. To 

minimize cost impacts, risk assessment should be done early in the design-estimating phase. 

  



 

By identifying key suppliers, you can narrow your focus to those suppliers that are most critical to 

protecting your profitability. The risk assessment should focus on the specific supply chains 

(combination of supply and supplier) you may wish to better understand (and possibly insure). 

Assessments should provide both an in-depth understanding of the quality of management of the 

supply chain risk and the financial impacts of an interruption. 

Amendments can: 

• Help identify key suppliers/supplies. 

• Enable you to identify potential improvements to processes and performance. 

• Identify areas of residual risk. 

• Provide the estimated and probable maximum loss scenarios for each supply to promote a deeper 

understanding of the potential financial impacts associated with a disruption in the delivery of 

particular supplies. 

Here are examples of some unforeseen exposures that were discovered through the customer risk 

assessment: 



Detecting financial red flags. Two key suppliers at the next level to tier 1 in the supply chain were 

in significant financial trouble. The risk assessment helped the customer identify the problem, then 

follow up and decide how to deal with the situation. When conducting financial monitoring, 

companies tend to focus only on their tier 1 suppliers. 

Exposure due to potential supplier failure, which can create costs that are higher than initially 

estimated, is very common among customers who underestimate the impact of these failures. In this 

case, the impact of this particular supplier failure was $10 million versus the estimated $1 million 

(USD). 

Tracking potential geographic challenges. A company that had dual-sourced a key component 

discovered that a supplier and its alternative were located in an earthquake zone. This company had 

checked on the financial viability of its suppliers but hadn’t done natural catastrophe mapping to 

discover that both of these suppliers’ production facilities were located in an earthquake zone. 

Without a risk assessment, they were completely unaware of supplier overlap to natural 

catastrophes, putting their organization at risk for these unforeseen problems. 

  

Balance Cost Savings with Supply Chain 
Risk Management 

An organization must strike a balance between cost savings within its supply chain and the potential 

financial exposures from a disruption. One common mistake many organizations make is focusing 

solely on finding the lowest procurement costs, without considering risks and associated impacts on 

revenue and reputation. 

Once an organization has its comprehensive list of supply chain risk scenarios and develops a better 

understanding of potential disruption and recovery costs, it can start to ascribe a total cost of 

ownership (TCO) to these risks. An organization that has proactively identified, prioritized and 

managed its risks and costs will be well on its way to a more financially sustainable future—

supported by the appropriate level of Contingent Business Interruption (CBI) coverage for physical 

risks and Supply Chain Insurance for nonphysical exposures. Organizations that deeply understand 



and better manage their risks can reduce the odds of being hit in profit and cash terms as well as 

maintaining customer and shareholder relationships. 



 

  



Benefits of Contingent Business 
Interruption Insurance Coverage 

Developing a Contingent Business Interruption program can help provide necessary protection in an 

environment of complex supply chains and global products sourcing. 

Contingent Business Interruption is an extension to traditional property Business Interruption (BI) 

policies. While BI insurance can cover loss of income caused by direct damage to the insured’s 

property, CBI can cover loss of income caused by direct physical damage at a supplier or customer 

location. These suppliers and customers can be named or unnamed, but this distinction could impact 

the limits being offered. 

Any general contractor considering CBI coverage for the first time, or entering into a renewal period 

with their BI/CBI coverage, should start planning early with their broker and insurer to gather the 

more defined supplier-specific risk and customer data. This can help ensure that the appropriate risk 

mitigation, coverage and limits can be put in place—including both requirements related to CBI and 

potentially broader “all risk” supply chain insurance. 

An effective CBI program that includes risk assessment tools and data analysis can be very 

beneficial for a company’s overall profitability and shareholder value. In addition, it helps general 

contractors understand some of the many factors that their supply chains are exposed to beyond 

physical risk. It can also facilitate an understanding of profit exposure at an individual supplier level 

and within a particular project. By monitoring key bottlenecks in the supply chain, such as a 

particular port location or production site, the general contractor may be able to quantify and put into 

place the appropriate mitigation and recovery plans, including business continuity plans. 

The first step in understanding CBI exposures is for a general contractor to work with its suppliers 

and major customers to identify and quantify the key exposures in the value chain. To gather the 

data, a CBI questionnaire worksheet can be used to help a general contractor and broker determine 

which suppliers or customers are most critical, what CBI limits are possible and appropriate, and 

whether supply chain insurance is needed to cover nonphysical risks. Such disruptions are not only 

caused by physical damage but also by factors such as transportation, IT outages, labor shortages 

and communication issues. Because of this, understanding trends in prior disruptions helps 



companies identify actual causes of business interruption and determine the cost and nature of 

disruptions for a particular project. 

Many organizations find that integrating the management of supply chain risks into a captive 

insurance company offers greater flexibility, savings and control over their cost of risk. Some of the 

benefits of using a captive include access to reinsurance capacity, freeing up premium allocation, 

securitizing supply chain risks and funding risk assessments. Using transparent and consistent 

reports that form the captive infrastructure can give senior executives a better understanding about 

the strategic impact of supply chain disruptions. 

Knowing your supply chain risks and implementing an effective CBI program is more important than 

ever in helping to ensure a strong financial position and long-term viability for your organization. 
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[1] Business Continuity Institute (BCI) Survey, November 2011 

The information in this publication was compiled from sources believed to be reliable for 

informational purposes only. All sample policies and procedures herein should serve as a guideline, 

which you can use to create your own policies and procedures. We trust that you will customize 

these samples to reflect your own operations and believe that these samples may serve as a helpful 

platform for this endeavor. Any and all information contained herein is not intended to constitute 

advice (particularly not legal advice). Accordingly, persons requiring advice should consult 

independent advisors when developing programs and policies. We do not guarantee the accuracy of 

this information or any results and further assume no liability in connection with this publication and 

sample policies and procedures, including any information, methods or safety suggestions contained 

herein. We undertake no obligation to publicly update or revise any of this information, whether to 

reflect new information, future developments, events or circumstances or otherwise. Moreover, 

Zurich reminds you that this cannot be assumed to contain every acceptable safety and compliance 

procedure or that additional procedures might not be appropriate under the circumstances. The 
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subject matter of this publication is not tied to any specific insurance product nor will adopting these 

policies and procedures ensure coverage under any insurance policy. 
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