
TRANSPORTATION
Roads, bridges, rails, ports and airports 
are vital to the transport of goods and 
connecting people with jobs, schools 
and more.

• How do you transport goods  
(i.e., road, rail, ocean cargo, etc.)?

• Do you own your own vehicles  
or use independent contractors?

• If truck drivers are on staff, do  
you have an absence, health  
and safety program?

• How are your supplies shipped  
to your facility? Do you rely on 
one method (e.g., road, rail,  
ports, etc.) exclusively?

Aging and unreliable infrastructure –
risk identification checklist
The U.S. infrastructure is 
outdated, costing both the 
government and private industry 
millions in repairs.1 The problem  
is widespread, affecting 
transportation networks, water 
systems, communications 
networks and the energy grid.

Have you considered your risk?

ENERGY
Electricity, oil and natural gas provide 
the power needed to maintain homes, 
offices, retail locations, manufacturing 
plants and other business operations.

• How do you power your operation? 
• How are your heating and cooling 

systems connected to your 
communications network?

• Do you have a backup generator  
in place?

• Have you considered the impact  
of a cyber attack?

WATER
Water is a fundamental health and 
economic resource impacting 
agriculture, domestic use, public 
amenities and the nation’s sewage 
disposal systems.

• How old are the water pipes/
wastewater pipes near your facility?

• Do you use water in the 
manufacturing or processing  
of your products?

• Are your goods stored in a 
warehouse facility on a lower floor?

COMMUNICATIONS
Communications systems, including 
landlines, wireless, satellites, 
broadcasting, internet and more, 
are strongly interdependent on  
other critical infrastructure.

• What type of communications 
network do you use?

• Are communications interconnected 
with water and power systems?

• How is your network secured?
• Do you have backup systems  

in place?
• Do you know how a cyber attack 

could impact your business?

Businesses are faced with potential risks due to an aging infrastructure, including supply  
chain disruptions, property and casualty risks, business resiliency challenges, and systemic  
risks stemming from the interconnected nature of infrastructure and long tail liability.   
Be aware of your risks!

1. Fink, Larry. “Why aging infrastructure will cost the U.S. economy dearly.” Market Realist. 18 September 2014.
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The information in this publication was compiled from sources believed to be reliable 
for informational purposes only. All sample policies and procedures herein should 
serve as a guideline, which you can use to create your own policies and procedures. 
We trust that you will customize these samples to reflect your own operations and 
believe that these samples may serve as a helpful platform for this endeavor. Any 
and all information contained herein is not intended to constitute advice (particularly 
not legal advice). Accordingly, persons requiring advice should consult independent 
advisors when developing programs and policies. We do not guarantee the accuracy 
of this information or any results and further assume no liability in connection with 
this publication and sample policies and procedures, including any information, 
methods or safety suggestions contained herein. We undertake no obligation to 
publicly update or revise any of this information, whether to reflect new information, 
future developments, events or circumstances or otherwise. Moreover, Zurich 
reminds you that this cannot be assumed to contain every acceptable safety and 
compliance procedure or that additional procedures might not be appropriate under 
the circumstances. The subject matter of this publication is not tied to any specific 
insurance product nor will adopting these policies and procedures ensure coverage 
under any insurance policy.
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