
Equivalent to 
property losses from 
a category 5 hurricane.2

One of the most significant technological innovations 
of the 21st century, the dawning of the “Internet of 
Things,” is reshaping our professional and personal 
lives in ways once limited to the realm of science 
fiction. According to one estimate, the number of 
web-connected devices will swell to more than 75 
billion by the year 20251. And for businesses, any 
one of these connections may represent an 
unanticipated avenue for hackers and even nation 
state actors to launch malware that can disrupt 
networks, supply chains, business operations,  
and even critical infrastructure.

When most people think about security breaches 
their concerns usually focus on the possibility of 
personally identifiable information being stolen by 
hackers. While those threats are still very much with 
us, C-suites today must come to terms with cyber 
risks that can originate from almost any direction, 
representing a strategic risk with a real ability  
to threaten business continuity.

“From a business perspective, it’s no longer just those 
industries that have a lot of personally-identifiable 
information that need to think long and hard about 

cyber risk, like financial 
services or retail,” said 
Zurich’s Global Head of 
Cyber Risk Lori Bailey.  
“It’s every industry now 
– automotive, industrial,
agriculture, transportation
and utilities. CEOs
in traditionally
less-data-intensive

industries can no longer say ‘We’re not a tech 
company, so we don’t have to worry about this to 
the same degree.’ The societal and economic impacts 
caused by widespread disruptions due to viruses or 
malware can have global implications.”

Bailey noted that the “WannaCry” attack of 2017 
was a major wake-up call for many organizations 
around the world. What made that cyber event so 
unusual was that it did not simply attack one specific 
industry or organization. Instead, it impacted a 
specific vulnerability in an operating system used by a 
broad diversity of companies, having a far-reaching 
effect on many industries with the potential for 
significant business interruptions.

The potential for business interruptions introduced 
by the growing online connectivity of devices 
supporting critical infrastructure, such as public 
utilities and transportation systems, is prompting a 
growing awareness of the benefits of public-private 
partnerships to build more robust cyber resiliency for 
businesses, institutions and individuals. 

Expanding connectivity means new opportunities for 
innovation, but also openings for cyber risk

“The government has a very broad view of national 
security threats to critical infrastructure and lines of 
sight that the private sector doesn’t have,” Bailey 
said. “Conversely, the private sector may have 
intelligence on a string of malware or some other 
vulnerability through direct experience that the 
government may not have. By building bridges 
between the public and private sectors for the 
sharing of intelligence, we can leverage that information 
to enable greater cyber resilience for all parties.”

Partnerships between risk engineering and cyber 
security teams within Bailey’s own organization are 
also seeking ways to frame Zurich’s cyber risk insights 
for the benefit of customers.

“We are actually beginning to leverage a lot of the 
information that our own internal security team 
develops for us in ways that can ultimately help 
customers,” Bailey said. “Case in point, our business 
units often receive alerts from our internal 
Information Security team about a new cyber threat 
or vulnerability that has been identified in the 
external marketplace. The alerts tell us what’s out 
there, what we know about it, and some of the 
things we can do to protect against it. It’s great 
information – so good, in fact, that we sat down 
with our IS team and asked why we couldn’t share 
this information with our customers, similar to the 
way we share warnings about oncoming hurricanes. 
We are exploring ways to share this information with 
customers whenever the opportunity may arise. And 
that’s just the beginning. There are other services, 
including security awareness training, where our 
cyber risk engineering is going to play a crucial role in 
helping our customers and their employees develop a 
mindset of resilience against cyber risks.”  

Bailey noted that building effective cyber risk 
preparedness and resilience strategies means looking 
at all the angles – not just the impact of a direct 
attack on a single organization but also the 
downstream consequences of an attack on entities 
the organization depends upon to sustain  
business operations.

“Risk managers need to think beyond their own four 
walls – not just within their own organizations now,” 
Bailey said. “It’s not enough to only focus on your 
own company and what you can do from a 
cybersecurity standpoint anymore. You have to be 
thinking about how a major attack on another entity, 
or even critical infrastructure, might have an impact 
on your business.”

1 “Internet of Things (IoT) connected devices installed base worldwide from 2015 to 2025  
(in billions).” Statista. 2018. 

It’s not enough to 
only focus on your own 
company and what  
you can do from a  
cybersecurity standpoint 
anymore. You have to 
be thinking about how a 
major attack on another 
entity, or even critical  
infrastructure, might  
have an impact on  
your business.”

To succeed in meeting and exceeding changing customer expectations in our digital environment, 
organizations must deploy and leverage exciting new innovations. But inevitably, new technologies, 
processes and approaches bring new risks, especially those vulnerable to cyber risk.
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ROOT CAUSES OF DATA BREACHES1

$3.86 
MILLION

NUMBER OF INTERNET OF 
THINGS DEVICES IN HOMES 
AND BUSINESSES3

Virtually any IoT, web-connected 
device can become a 
backdoor entry point for 
a malicious hacker.

For more information about cyber risk and the emerging challenges 
of our connected world, visit the Zurich Knowledge Hub at zurichna.com.

1.2018 Cost of a Data Breach Study: Global Overview, Ponemon Institute LLC and IBM Corporation.

2.Counting the Cost – Cyber exposure decoded, Cyence and Lloyd’s of London.

3.Statista, “Internet of Things (IoT) connected devices installed base worldwide from 2015 to 2025 (in billions).
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you can do from a  
cybersecurity standpoint 
anymore. You have to 
be thinking about how a 
major attack on another 
entity, or even critical  
infrastructure, might  
have an impact on  
your business.”

 

To succeed in meeting and exceeding changing customer expectations in our digital environment,  
organizations must deploy and leverage exciting new innovations. But inevitably, new technologies,  
processes and approaches bring new risks, especially those vulnerable to cyber risk.

System glitch

Human error

25%48%
Malicious or 
criminal 
attack

27%

ROOT CAUSES OF DATA BREACHES1

$3.86 
MILLION

NUMBER OF INTERNET OF 
THINGS DEVICES IN HOMES 
AND BUSINESSES3

Virtually any IoT, web-connected  
device can become a  
backdoor entry point for  
a malicious hacker.

For more information about cyber risk and the emerging challenges  
of our connected world, visit the Zurich Knowledge Hub at zurichna.com.

1. 2018 Cost of a Data Breach Study: Global Overview, Ponemon Institute LLC and IBM Corporation.

2. Counting the Cost – Cyber exposure decoded, Cyence and Lloyd’s of London.

3. Statista, “Internet of Things (IoT) connected devices installed base worldwide from 2015 to 2025 (in billions).

THE RISKS AND REWARDS OF  

INNOVATION
CYBER

INDUSTRIES WITH THE HIGHEST PER CAPITA BREACH COSTS (MILLIONS)1

HEALTHCARE 

$408
FINANCIAL 

$208
SERVICES 

$181
PHARMACEUTICALS 

$174
TECHNOLOGY 

$170

2018 2020 2025

23
.1

4 
Bi

lli
on

30
.7

3 
Bi

lli
on

75
.4

4 
Bi

lli
on

19% - 250%
Potential global increase to  
insurance industry loss ratios
due to a large-to-extreme loss.2 

$53  
BILLION
Potential global estimated  
in extreme, “worst-case”  
cloud service disruption.  

Average total cost of a data  
breach (all segments).1

Untitled-1   2 8/23/2018   5:13:23 PM

LEADERS 133VOLUME 41, NUMBER 4




