
Email and electronically stored 
information (ESI)  
This Construction & Design 
Risk Briefing includes two 
articles. In the first, J. Kent 
Holland of ConstructionRisk, 
LLC looks at recent 
developments regarding the 
maintenance of electronically 
stored information (ESI) and the 
production of that information, 
including email and text 
messages, during litigation 
when discovery requests are 
made. Under the new Rule 
37(e) of the Federal Rules 
of Civil Procedure (adopted 
December 2015), serious 
sanctions can be ordered 
against those who fail to 
adequately preserve ESI,  
or fail to provide it in  
a proper manner when  
requested through discovery. 
In the second article, law 
professors Iselin Gambert and 
Jessica Wherry, who developed 
the consulting firm Good  
Thinking, LLC to help teach 
better email writing skills, 
present ideas and suggestions 
for improving the quality of  
email communication. 

Email and electronically stored 
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It is important that businesses and individuals 
adopt safeguards to protect and preserve 
their electronically stored information (ESI). 
Adoption of a routinely enforced document 
retention policy is one prudent step in the 
management of documentation and that 
policy should include the management and 
retention of ESI. Beyond standard data and 
information retention, businesses must be 
aware that if a matter is in dispute or will 
likely go into a claim, the rules of evidence 
applicable to federal and state courts will 
require the preservation of all documents and 
ESI that could potentially be evidence in a suit.

Much of an organization’s written 
communication – both internal and external 
– is accomplished electronically rather than by 
hard copy (paper or other printed material). 
Gone are the days of routine correspondence 
slowly making its way through the U.S. 
mail. Almost equally rare is the use of the 
fax machine to send a document. Today, the 
most common mode of communication is 
electronic, by way of email, text messages 
or one of the numerous social networking 
services. Firms also set up project websites to 
host electronic project documentation files.  

All of this electronic information makes it 
faster and more efficient to communicate and 
resolve issues. But what is missing is the old 
fashioned “paper trail.” Indeed, in today’s 
paperless office, we rarely even print copies 
of many electronic documents. Instead, if we 
are somewhat tech savvy, we may organize 
the documents, even emails, into folders we 
can access easily for future reference. But it is 
not uncommon to find a firm that has a policy 
that automatically deletes all emails within a 
specified period of time – and that time frame 
is sometimes surprisingly short.

These electronic documents can be vital to a 
firm in making a claim or defending against 
a claim. They are evidence even if they were 
never printed out on paper. And in fact, a 
party may be required to produce the original 
electronic version of a document during 
litigation discovery, rather than just a paper 
copy of that electronic document, or even a 
PDF version.

Under the Federal Rules of Civil Procedure, 
parties have long been required to produce 
computerized data and other electronically-
recorded information as part of their discovery 
obligations.  As stated in Anti-Monopoly, Inc. 
v. Hasbro, Inc., “[I]t is black letter law that 
computerized data is discoverable if relevant” 
even if hard copies of the documents have 
already been produced.1

Courts have defined “computerized data” to 
include information such as “e-mail messages 
and files, backup e-mail files, deleted e-mail, 
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data files, program files, backup and archival 
tapes, temporary files, system history 
files…and other electronically recorded 
information.”2 Under the new Federal Rule of 
Civil Procedure 37 (e) (adopted in December 
2015), the requirements concerning 
electronically stored information (ESI) are 
more plainly set forth.  

The use of electronic documents as the 
primary manner of conducting business 
means that companies must seek to preserve 
this electronic data. If a company does not 
maintain its electronic records, it may be 
unable to perfect a claim or defend against 
a claim. It is important that businesses 
implement a document retention policy in 
relation to electronically stored files in order to 
reduce this threat. Typically, businesses should 
preserve all electronically stored documents 
for some period of time that the business 
deems reasonable and establishes in its 
document retention policy. 

Once a party becomes aware that a suit has 
been filed or is likely to be filed, it must make 
sure to preserve all electronic data that it 
knows (or should know) may be the subject 
matter of the dispute and/or will be requested  
during discovery. 

Courts have the power to order the 
production of emails which had previously 
been deleted off a computer system (see 
Playboy Enterprises, Inc. v. Welles3). As 
explained in the cases discussed later in this 
article, companies may be sanctioned for 
destroying electronic data.

Discovery of emails  
during disputes
All emails should be written with the 
knowledge that they may one day be 
relevant in a dispute or litigation. Not only 
may they be relevant, they may be the key 
documentation to prove a claim or defend 
against a claim. With that in mind, emails 
should be professional in tone and should be 
as thoughtfully written as a memorandum  
or letter regarding the topic contained in  
the email.

For disputes in federal courts, the Federal 
Rules of Civil Procedure are applicable. Two 
that are particularly important are Rules 26 
and 37. Although the rules applicable to 
discovery of documents in state courts vary 
from state to state, they often closely follow 
federal rules. 

Rule 26 (b). This sets forth the scope and 
limits of discovery:

“(1) Scope in General. Unless otherwise 
limited by court order, the scope of discovery 
is as follows: Parties may obtain discovery 
regarding any nonprivileged matter that 
is relevant to any party’s claim or defense 
and proportional to the needs of the case, 
considering the importance of the issues at 
stake in the action, the amount in controversy, 

the parties’ relative access to relevant 
information, the parties’ resources, the 
importance of the discovery in resolving the 
issues, and whether the burden or expense 
of the proposed discovery outweighs its likely 
benefit. Information within this scope of 
discovery need not be admissible in evidence 
to be discoverable.”4

Rule 37(e). This addresses what a court 
can do to a party who fails to preserve and 
disclose their electronic documentation. It 
provides the following:

“Failure to Preserve Electronically Stored 
Information. If electronically stored 
information that should have been preserved 
in the anticipation or conduct of litigation is 
lost because a party failed to take reasonable 
steps to preserve it, and it cannot be restored 
or replaced through additional discovery,  
the court:

1. upon finding prejudice to another 
party from loss of the information, 
may order measures no greater than 
necessary to cure the prejudice; or

2. only upon finding that the party 
acted with the intent to deprive 
another party of the information’s 
use in the litigation may: 
  (A) presume that the lost 
  information was unfavorable  
  to the party; 
  (B) instruct the jury that it may or  
  must presume the information  
  was unfavorable to the  
  party; or 
  (C) dismiss the action or enter  
  a default judgment.”5

Under Rule 37(e), federal courts may issue 
sanctions where four conditions are met: 

1. The electronically stored information  
 (ESI) at issue should have been  
 preserved in the anticipation or  
 conduct of litigation; 

2. the ESI is lost; 

3. the loss is due to a party’s failure  
 to take reasonable steps to  
 preserve it; and

4. the ESI cannot be restored  
 or replaced through   
 additional discovery.

If the four conditions exist, the court will 
determine whether 

1. the non-offending party has been 
prejudiced (i.e., harmed) from the 
loss of ESI and/or 

2. the offending party acted with the 
intent to deprive another party of the 
information’s use in the litigation. If 
there is prejudice, the court can take 
the actions stated under Rule 37 (e)  
detailed above.

Under Rule 37(e), federal courts 
may issue sanctions where four 
conditions are met: 

1. The electronically stored  
 information (ESI) at issue  
 should have been   
 preserved in the   
 anticipation or   
 conduct of litigation; 

2. the ESI is lost; 

3. the loss is due to a party’s  
 failure to take reasonable  
 steps to preserve it; and

4. the ESI cannot be   
 restored or replaced   
 through additional   
 discovery.



Examples of how Rule 37(e) is 
being applied by courts 
Sanctions against a party for altering 
emails. In CAT3, LLC v. Black Lineage, Inc., 
defendants claimed that plaintiffs, in an effort 
to show that defendants had notice of the 
plaintiffs’ trademark use, altered certain email 
domains in email messages before producing 
them in response to defendants’ discovery 
demands. As a result, there were different 
versions of the same emails that contained 
inconsistent email addresses. The court found 
that plaintiffs had intentionally altered  
the emails.

The question then became whether the 
court should grant sanctions against the 
plaintiffs. The plaintiffs argued that sanctions 
were not warranted because there was no 
missing or destroyed evidence, but merely 
“an evidentiary dispute as to which email 
address versions are more accurate.” The 
court rejected this argument, concluding that 
information had been lost due to “the fact 
that there are near-duplicate emails showing 
different addresses that casts doubt on the 
authenticity of both.”

Plaintiffs were 

1. precluded from relying upon\
their version of the emails at issue 
to demonstrate notice to the 
defendants of use of the mark; and 

2. ordered to bear the costs and 
reasonable attorneys’ fees incurred 
by the defendants in establishing the 
plaintiffs’ misconduct and in  
securing relief.6

Sanctions for deleting emails. An adverse 
inference instruction and monetary sanctions 
of $3 million were granted in the case of GN 
Netcom Inc. v. Plantronics Inc. An officer of 
Plantronics was found to have deleted 40 
percent of his own emails from both his legal 
folder and his deleted files folder, despite the 
company issuing and periodically updating a 
“legal hold” directing all documentation to 
be preserved for litigation. He was also found 
to have instructed employees of the firm to 
delete emails that contained information 
relevant to the lawsuit. 

In determining what sanctions to grant, the 
court stated, “it is undisputed that thousands 
of [the officer’s] emails that should have been 
preserved in the anticipation or conduct of 
litigation were lost and cannot be restored or 
replaced through additional discovery.” The 
court concluded that Plantronics did not take 
reasonable steps to preserve the ESI, even 
though they issued litigation hold notices, 
conducted training sessions concerning 
preservation of documents and “responded 
promptly to [the officer’s] deletion of emails” 
when they learned of it. None of those 
positive steps by the plaintiff could make the 
intentional deletion of the emails by a high-
level officer excusable. 

An important factor in the court’s decision 
to grant sanctions was that it concluded 

Plantronics failed to take all reasonable steps to 
recover the deleted emails. The court concluded 
that backup tapes for two other custodians of 
the data could have been restored by engaging 
a forensic expert at a minimum relative cost to 
analyze and restore the tapes. Considering all 
the evidence, “including Plantronics repeated 
obfuscation and misrepresentations related to 
[the officer’s] email deletion and its investigation 
of it,” the court found that Plantronics acted in 
bad faith and intended to deprive GN Netcom 
of evidence needed to litigate its case. The court 
further concluded that the actions of Plantronics 
in deleting ESI that it’s opposing party should 
have been able to use to prepare and present its 
case, was prejudicial and caused such harm as to 
justify significant sanctions.7

Sanctions for deleting text messages. In 
NuVasive, Inc. v. Madsen Medical, Inc. et al, prior 
to the amendment to Rule 37 in 2015, a court 
had partially granted a motion for sanctions 
against a plaintiff for allegedly deleting text 
messages. An adverse inference jury instruction 
was granted for deletion of text messages. The 
deletion was alleged to have occurred due to 
failure to enforce compliance with a litigation 
hold that required preservation of all documents.  

Before the trial date in 2016, the new Rule 37(e) 
took effect and the plaintiff asked the court to 
vacate its previous sanctions order regarding the 
adverse inference instruction. This was granted by 
the court based on its conclusion that without a 
finding that plaintiff intentionally deleted the text 
messages, it would not be proper for the court 
to give an adverse inference instruction under 
the new Rule 37(e)(2), since that relief could 
be employed only “upon a finding of intent to 
deprive another party of use of the information in 
the litigation.” This, however, did not completely 
excuse the defendant of the consequences of its 
failure to preserve the text messages. 

The court decided to allow the jury to determine 
what significance to give to the fact that the text 
messages had been deleted. It ordered that the 
parties would be permitted to “present evidence 
to the jury regarding the loss of electronically 
stored information and… [would] instruct the jury 
that the jury may consider such evidence along 
with all other evidence in the case in making  
its decision.”8

In First Financial Securities, Inc. v. Freedom Equity 
Group, LLC, the court granted an “adverse 
inference” jury instruction under FRCP 37(e)(2) 
for the defendant’s failure to preserve  
text messages.  

After the court ordered the defendant to produce 
ESI that included text messages, the defendant 
advised the court that it had unintentionally 
deleted the messages. It argued that the 
deletion was an innocent mistake on the part of 
“people who did not understand their discovery 
obligations.” In concluding that it was not 
innocent, the court considered the defendant’s 
own representation that the custodians of the 
documents had agreed that they should not 
communicate electronically regarding  
legal claims. 



The court felt that such an explicit agreement 
suggested “a shared intent to keep 
incriminating facts out of evidence.”

The court “infer[ed] that [the defendant’s] 
agents created incriminating text messages, 
realized the text messages would be 
discoverable, and, by deleting the text 
messages, acted improperly upon their  
shared intent to keep incriminating facts  
out of evidence.”  

The court also reasoned that the alternative 
explanation—that each custodian “happened 
to have a habit of routinely deleting text 
messages” and that each was “‘ignorant’ 
of the fact that [defendant] might be sued’ 
seem[ed] unlikely.” The court therefore stated 
that it was “satisfied” that the defendant 
acted intentionally to deprive the opposing 
party of evidence and ordered a permissive 
adverse inference instruction to  
the jury.9

What sanctions can a court  
appropriately grant? In Ericksen v. Kaplan 
Higher Education, LLC, defendants moved 
for dismissal of plaintiff’s employment 
discrimination case based on the fact that 
plaintiff had run several data destruction 
programs that had destroyed some of 
the data on her computer’s hard drive. As 
a result of that destruction, defendants 
asserted that they could not determine the 
authenticity of “a letter…purporting to show 
that [plaintiff] was entitled to a raise and an 
email…allegedly indicating that [plaintiff] was 
terminated as retaliation.” 

The court held that the appropriate sanctions 
would be to 

1. preclude the plaintiff from 
introducing the letter and email  
into evidence; 

2. permit the defendants to present 
evidence related to the loss of 
evidence at trial; and 

3. award the defendant’s reasonable 
attorney’s fees incurred due to the 
discovery dispute. In declining the 
request to dismiss the case, however, 
the court stated that would be too 
harsh a sanction under the “high 
standard” of the new Rule 37(e) 
that directs the court to impose 
“measures no greater than necessary 
to cure the prejudice.”10

Production of email from backup tapes  
and who bears the costs. Generally 
speaking, a party providing documents is 
responsible for bearing the costs of the 
production, even if it must come from backup 
tapes. In the case of Elkharwily v. Franciscan 
Health Systems, however, the defendant 
convinced the court that retrieving archived 
emails from disaster recovery backup tapes 
“would result in an undue burden and cost” 
pursuant to Fed. R. Civ. P. 26(b)(2)(B).    

Because the court found that the archived 
emails were “discoverable” under the 

federal rules, but that the plaintiff had failed 
to establish good cause to compel production, 
the courts ordered that “upon a request by 
plaintiff, defendant should facilitate access to the 
discovery,” but that the plaintiff must bear all 
expense and pay it in advance. 

This discovery dispute arose in response to the 
plaintiff’s request for emails and text messages. 
The defendant objected that the request was 
overbroad and burdensome and asserted that 
it did not have “an email archiving system,” 
and that “[e]mail [could] only be searched if it is 
maintained in a live  
email account.”  

The defendant stated that it “archives emails on 
a monthly basis on physical backup tapes, as part 
of a disaster relief program” and that “in order to 
retrieve all responsive discovery, defendant would 
need to retrieve, restore, and review each backup 
tape, which at 14 hours per tape would require 
1,400 hours in labor and $157,500 in costs.”  

The defendant also argued that the requested 
emails were of “only minimal discovery value” 
and that the plaintiff had failed to exhaust 
“more easily accessible information” and had 
not identified the material it believed would be 
found on the tapes. In response, the plaintiff 
argued that the defendant was “at fault” for the 
emails’ inaccessibility. The plaintiff argued that 
the defendant should have preserved the emails 
in an accessible format because the plaintiff 
had requested the emails and warned of future 
litigation following denial of his application  
for privileges. 

The court did not deem this argument to be 
credible. Citing Fed. R. Civ. P. 26(b)(2)(B), the 
court found that the defendant had “met its 
burden to show that retrieving the electronically 
stored information would result in an undue 
burden and cost to defendant.”  

Next the court considered whether the plaintiff 
had shown good cause to compel production 
despite the emails being inaccessible other than 
through expensive production for the backup 
tapes. The court concluded that plaintiff had 
not met its burden. Despite the plaintiff’s failure 
to show good cause to compel production, 
the court concluded that the archived emails 
were “discoverable’ under Fed. R. Civ. P. 26(b)
(1),” but that the defendant would facilitate the 
production from the archived data and that the 
plaintiff must bear the cost of the production and 
pay the defendant in advance for that cost.11

Sanctions for losing ESI due to sale of 
business that hosted the data server. 
In the case of ILWU-PMA Welfare Plan Board of 
Trustees v. Connecticut General Life Insurance 
Company, ESI was lost, or alleged to be difficult 
to obtain, as a result of a data server that hosted 
the defendant’s ESI being transferred to a third 
party when the defendant’s sister company was 
sold to that buyer. For reasons that the court 
found “inexplicable,” the defendant maintained 
its ESI on the server of the sister company when 
the defendant’s parent company sold that sister 
company, and the sale included the server with all 
the data, which the third party was supposed  
to maintain.  
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The contract for sale required the third party 
to maintain the data, but that apparently did 
not occur. The court stated, “as it turn[ed] 
out, those clauses [were] unable to effectuate 
prompt access to, and complete retrieval of” 
the ESI.

When plaintiff sought sanctions, the court 
concluded that defendant failed to take 
reasonable steps to preserve the ESI. The 
court rejected the defendant’s argument that 
the terms of the agreement were sufficient to 
fulfill its preservation obligation.  

For these reasons, the court ordered monetary 
sanctions to address the resulting prejudice. 
It also ordered that discovery be reopened 
so the parties could depose the third-party 
buyer concerning the extent of the ESI loss, 
and directed that the defendant pay all the 
additional expert witness fees attributable 
to the delay in receiving ESI, as well as the 
plaintiff’s attorney’s fees and costs incurred in 
bringing the motion for sanctions.12 

Conclusion 
The Federal Rules of Civil Procedure, along 
with the recent court decisions, demonstrate 
the significance of ESI and the importance of 
preserving and presenting such evidence.  
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Improving the professional quality 
of email communication

Iselin Gambert, J.D. and Jessica Wherry,
J.D., Good Thinking, LLC

Email is ubiquitous in social and professional 
relationships. Most people probably do 
not put much thought in drafting emails 
to family and friends because the intent is 
typically to quickly communicate through a 
convenient medium. In professional email 
communication, however, a similar lack of 
thought can cause serious problems. 

Professional email communication is distinct 
from social email communication. Professional 
email communication is the modern day 
version of typed letters sent by mail. Thinking 
of email in that vein can help clarify how to 
effectively use it as a medium for the same 
type of information.

Understanding the distinct differences 
between professional and personal email is 
also critical to effective communication.

The rhetorical setting
Writing emails in the professional setting is 
often related to problem solving, defined 
broadly to include providing information, 
requesting information, giving guidance, 
asking for help, making decisions or advising 
another person in decision making. The 
first step of being thoughtful about email 
communication is understanding the rhetorical 
setting for all writing. 

The rhetorical setting is defined by purpose, 
audience, scope and stance. Each of these 
four corners must be defined and understood 
for the writer to effectively communicate. 
Even though email is efficient because 
the delivery time is cut down from days of 
regular mail to mere minutes or seconds, 
that efficiency should not be mistaken for 
legitimizing informality.

Six considerations
There are six considerations for effective 
professional email communication:

• Short and sweet content

• Structured content

• Error-free content

• Professional tone

• Audience-appropriate content

•  Logistics

The considerations for short and sweet as 
well as structured content are central to 
email as a medium. Because most readers 
expect email to be short and easily read on a 
hand-held device, keeping the content limited 
to what the reader needs to know—and 
nothing extraneous—is critical to effective 
communication. An email can always be 
followed up by a phone call or in-person 
meeting if a more complicated conversation  
is required. 

Structured content similarly meets the reader’s 
expectations in allowing the content to be 
easily absorbed. Using paragraph breaks and 
other cues to break up points or action items 
also calls attention to the reader, something 
that is particularly useful to a recipient who 
is inundated with other emails and other 
electronic notices.

Professional emails should be free of errors.  
A professional email should be treated 
as a formal letter with attention to detail 
through proofreading. 

Proofreading errors may be even more 
problematic in the digital age, when many 
email systems provide spelling and  
grammar checks.

A risk of an email’s efficiency and crossing 
over between personal and professional 
is a tendency to treat email as informal 
communication with a too-casual tone. There 
are a number of common ways this occurs. 
First, using an overly casual greeting or signoff 
in email can be read as an unprofessional 
tone. Second, using emoji or other shortcuts 
that are appropriate (and fun) in social email 
risks miscommunication in professional circles. 

Understanding the distinct 
differences between 
professional and personal 
email is also critical to 
effective communication.

Professional emails should 
be free of errors.  
A professional email should 
be treated as a formal letter 
with attention to detail 
through proofreading. 



(There is no equivalent to emoji in a typed or 
printed “snail-mailed” professional letter.)

Also, in email there is often a tendency to 
get off topic or provide too many asides. 
This seems to happen because writers are 
composing as they type, rather than thinking 
through the text and then typing it.

And then the asides are frequently left in due 
to a lack of proofreading—the cost of feeling 
efficient by quickly typing and hitting “send.”

Another common off-topic approach is telling 
the reader personal details rather than just 
ending an email.

For example, dashing off an email and 
then writing something about rushing 
off to a doctor’s appointment for your 
neighbor’s boyfriend’s sister’s cat is not only 
unprofessional, but of no consequence.

An email, like a formal letter, can just come to 
an end with a signoff. 

Finally, humor is often misinterpreted in 
email. When unsure how something will be 
interpreted, it’s best to leave it out. Save the 
jokes for an in-person meeting when you can 
more accurately gauge the appropriateness.

Even so, there is room for some informality in 
email, given its efficiency. For example, writing 
contractions is generally accepted, though 
not the case for formal letters. Leaving out 
paragraph indents is another legitimate 
informality given that many email clients do 
not adequately handle this formatting style. 
Because email is often exchanged, back and 
forth, quite quickly, leaving out a salutation 
and greeting in subsequent emails within a 
conversation is appropriate.

Tone is very much wrapped up in audience 
appropriateness. An email to a close 
colleague can take shortcuts that an email 
to a client should not. You may decide to 
begin an email to someone you’ve worked 
with in the past with some pleasantries that 
you may dispense with in emails to people 
you do not know. While there are no strict 
rules that dictate what is appropriate in any 
given situation, it is important to consider the 
audience whenever making decisions about 
the tone, length and content of a  
professional email.

Finally, logistics are worth considering to 
ensure that you have an efficient system for 
reading, sending and saving emails.

Organizing your inbox is critical so you can 
keep track of emails you need to respond to 
and those you simply need to save for  
future reference.  

Conclusion 
Professional email is in some ways similar to 
casual email we send to friends in that it is a 
quick and efficient mode of communication, 
but it is also similar to old-fashioned “snail 
mail” and other forms of more formal 
professional communication that have long 
existed in the workplace. Considering your 
email’s purpose, audience, scope and stance 
will help you make choices about how to 
craft, organize and otherwise manage the 

emails you send and receive in the context of 
your professional life.
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