
Zurich Umbrella 
Part D: Cyber primary  
coverage for construction
Cyberattacks, targeting 
construction businesses 
of all sizes, are growing in 
number and severity. For 
mid-sized contractors, there 
is often a misconception 
that large corporations 
are the ones most at risk. 
In fact, companies of all 
sizes can be victimized, 
making the ability to 
respond effectively a 
critical component of 
business resilience.

Zurich offers flexible umbrella and excess solutions designed to help reduce gaps and 
provide higher limits. In addition to standard coverages, optional Part D: Cyber primary 
coverage can now be purchased with your Umbrella coverage.

What’s at stake? 
Cyberattacks can be costly for any company, 
including those in construction. Three 
principal hazards face customers due to 
cyber risk exposures:

• Liability – Organizations holding non-
public information about customers, 
employees and third parties may be 
held liable for damages when data is 
maliciously or accidentally compromised. 
Even if information is shared with a trusted 
external supplier for processing, such as a 
manufacturer of products ordered through 
your organization, you may be at risk if 
their own security is breached and your 
data is taken.

• Regulatory Liability – Companies hit 
by a data breach may face regulatory 
procedures and actions – including fines 
and penalties – when a security or privacy 
event impacts customer and user data.

• Privacy breach costs – Companies 
affected by a hacking event or some other 
type of malicious or inadvertent data 
breach may face significant costs due to:

•  Forensic services to investigate  
the origin of a breach

•  Notification costs associated  
with reaching out to potentially  
affected individuals

a. Call centers hired or established  
to take questions and to provide 
reliable advice on next steps

b. Credit monitoring costs for 
individuals who may be exposed  
to financial fraud when their  
personal information is misused

The threats and costs posed by cybercrime are ever-present and growing for construction 
companies of all sizes – from multinationals to mid-sized businesses.

According to a the 2017 Cost of Data Breach Study: Global Overview by the Ponemon Institute, 
which polled 419 companies in 13 country and regional samples, the average total cost of a 
data breach was $3.62 million.1

Zurich’s special Cyber Coverage program is designed to help construction companies respond 
to the threat of data breaches by limiting the cost of liability and notification.
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For more information, talk to 
your broker or contact your 
Zurich underwriter.

How can Zurich Cyber  
coverage help?
Zurich’s new Part D: Cyber primary coverage 
offers construction industry customers a 
range of features that typical solutions 
do not address.

• Innovative product – Zurich’s Cyber 
coverage is a distinctive solution 
specifically aimed at helping to  
mitigate the growing threats 
of cyberattacks.

• Up to $2 million limit – Based on  
an assessment of your specific cyber  
risk exposures.

Zurich can help build  
cyber resilience
Having the right coverage in place can benefit 
your organization, even if you are fortunate 
enough never to experience a breach.

Increasingly, banks and financial institutions 
are requiring cyber risk insurance as a 
condition for the issuance of Letters of 
Credit and other financing mechanisms. In 
other cases, counterparties in contractual 
relationships may require cyber risk coverage 
as an additional level of security.

Zurich’s Cyber coverage solution provides a 
program of protection designed with the risk 
insights of Underwriting, Risk Engineering and 
Claims professionals who understand the risks 
and how to help mitigate them.

What you don’t know can hurt you
Every construction company needs to take steps to minimize exposure to cyberattacks. 
Some areas of vulnerability that are often overlooked include: 

• Email 

• Social media 

• Company laptops

Since every business is dependent on technology, it is important to put a cybersecurity 
plan in place.


