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The information in this publication was compiled from sources believed 
to be reliable for informational purposes only. All sample policies and 
procedures herein should serve as a guideline, which you can use to 
create your own policies and procedures. We trust that you will 
customize these samples to reflect your own operations and believe 
that these samples may serve as a helpful platform for this endeavor. 
Any and all information contained herein is not intended to constitute 
advice (particularly not legal advice). Accordingly, persons requiring 
advice should consult independent advisors when developing programs 
and policies. We do not guarantee the accuracy of this information or 
any results and further assume no liability in connection with this 
publication and sample policies and procedures, including any 
information, methods or safety suggestions contained herein. We 
undertake no obligation to publicly update or revise any of this 
information, whether to reflect new information, future developments, 
events or circumstances or otherwise. Moreover, Zurich reminds you 
that this cannot be assumed to contain every acceptable safety and 
compliance procedure or that additional procedures might not be 
appropriate under the circumstances. The subject matter of this 
publication is not tied to any specific insurance product, nor will 
adopting these policies and procedures ensure coverage under any 
insurance policy. Risk engineering services are provided by The Zurich 
Services Corporation. 

©2016 Zurich American Insurance Company

Learn more on how to manage your cyber risk at 
www.zurichna.com/cyber

Key takeaways

Businesses need to 
take into account the 
cumulative effects of 

cyber risks. 

Build cyber 
resilience through 

stress testing.

At the beginning of 
the development 
process, evaluate 

what assets you are 
putting at risk and 

establish measures to 
protect those assets.

Establish 360-degree 
risk assessments and 

scenario-based 
analysis. 

Manage cyber 
risks at the board 

room level. 
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The facts

Who’s at risk

Where does the risk come from?

Cybercrime costs USD
100 billion in the U.S.

in 2014.1

U.S. companies lead
the world in

cybercrime losses.2

Cyber attacks are seen
as the #1 threat to

U.S. businesses.3

Businesses in all industries and of 
all sizes have been affected by the 
increased complexity, novelty and 
persistence of cyber attacks.

Malicious criminals are responsible
for 41 % of cyber attacks.2

41 %
Human error is responsible for 

33 % of cyber attacks.2 

33 %

The cyber attack threat 
in North America

The Internet of Things (IoT), where the cyber and physical worlds collide, 
is fueling the accumulation of cyber risks for North American companies.

IoT
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